NHPOPMALIMOHHAA HAMATKA JJIA
OBYYAIOIIUXCA A PASMEHIEHUA HA
OPUHUAJNBHBIX UHTEPHET-PECYPCAX

C KaXJpIM TOJIOM MOJIOJIEKH B MHTEPHETE CTAHOBUTHCS OOJIBIIIE, a IIKOJBHUKU OJHU U3 CAMBIX
aKTUBHBIX IOJIb30BaTesel Pynera. Mexay TeM, IOMUMO OTPOMHOIO KOJIMUYECTBA BO3MOXKHOCTEH,
MHTEPHET HeCeT U MpoOIeMbl. JTa MaMsATKa J0JDKHA TOMOYb TeOe 0€301MacHO HaXOAUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblil BUpYC - 3TO pPa3HOBUAHOCTb KOMIIBIOTEPHBIX HPOTPaMM, OTIMYUTEIbHOU
O0COOCHHOCTBIO KOTOPOIl SBISIETCS CHOCOOHOCTh K PAa3MHOXEHHUIO. B JononHeHWe K 3TOMY,
BUPYCHI MOT'YT ITOBPEAUTDH WM MOJTHOCTbIO YHUUTOXXUTh BCe (Dalibl U IaHHBIE, TOAKOHTPOJIbHBIE
I0JIb30BATENI0, OT UMEHH KOTOPOr'o ObLIA 3allyllieHa 3apa)KeHHasl IPOrpaMMa, a TAKKe OBPEAUTh
WIN J1a)K€ YHUYTOXXUTh ONEPALMOHHYIO CUCTEMY €O BceMH (paiiamu B 11esioM. B OosblinHCTBE
CJIy4aeB pPaclpOCTPAHAIOTCSA BUPYCHI UEPE3 UHTEPHET.

MeToabl 3aIUTEl OT BPCIOHOCHBIX ITPOTpaMM:

1. Mcnionb3yii cCOBpeMEHHBIE ONIEPALMOHHBIE CUCTEMBI, UMEIOIINE CEPHE3HBIN YPOBEHD 3aLIUTHI OT
BPEIJOHOCHBIX IIPOIPaMM;

2. IloctossHHO ycTaHaBiuMBal mayTu (UMQPOBBIE 3aIIATKH, KOTOpPblE aBTOMATHUYECKU
YCTaHABJIMBAIOTCS C IIEITBI0 TOPAOOTKH MPOrpaMMBbl) U Ipyrue OOHOBIIEHUS CBOCH OTEepPalMOHHOM
cucreMbl. CkaunBail UX TOJNBKO ¢ opurmansHoro caita paspadorunka OC. Ecnu cymectByer
PEeXUM aBTOMaTHYECKOI0 OOHOBJIEHHUSI, BKJIIOUH €T0;

3. Pabortaii Ha cBOEM KOMIIbIOTEpPE MOJ] MpaBaMu MOJIb30BaTElNs, @ HE aAMUHHUCTpATOpa. JDTO HE
MO3BOJIMT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpaMM HMHCTAJUIMPOBATHCS Ha TBOEM MEPCOHATIBHOM
KOMITBIOTEPE;

4. Vcnonp3yili aHTUBHUPYCHBIE TMPOTPaAMMHBIE MPOIYKTHl H3BECTHBIX MPOU3BOAMUTENCH, C
aBTOMaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub pU3NUECKHUI JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHHUX JIULL;

6. Vcnonp3yll BHELIHME HOCUTENM HHGPOpPMAllMU, Takue Kak uielka, JUCK WU ¢ain u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkphIBail KOMIbIOTEpHBIE (hailiIbl, MOJYUYEHHbIE U3 HEHAJEKHBIX MCTOYHUKOB. Jlaxe Te
(aiinel, KOTOpbIE MPUCIaT TBOIM 3HAKOMBIN. JIyyllle yTOUHH y HETO, OTHPABJISUI JIU OH TeOe UX.

Ceru WI-FI

Wi-Fi - 370 He BU nepeauu JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIbL OpeH, mapka. Emie B 1991
TOAy HHIEpIaHICKas KoMIaHus 3aperucrtpupoBana Openn "WECA", dyro o06o3nagano
coBocouetanue "Wireless Fidelity", koropslii mepeBoauTcs Kak "0ecrpoBOAHAS TOYHOCTB'.

Jlo Hamiero BpeMeHu jAouuia Apyras abOpeBuaTypa, KOTopas SBIISETCS TaKOH ke TEXHOJIOTHEH.
Orto ab6peBuatypa "WIi-Fi". Takoe Ha3BaHMe ObLIO JaHO C HAMEKOM Ha CTaHIAPT BBICIICH
3ByKOBOH TexHHKH Hi-Fi, uTo B epeBo/ie 03HavaeT "BbICOKAs TOYHOCTH".

Ha, OecmiaTHBIM WHTEPHET-IAOCTYN B Kade, OTeNsIX W a’ponoprax SBISETCS OTINYHOU
BO3MOXKHOCTBIO BBIXOJIa B UHTEpHET. HO MHOTHE 3KCIIepThl cYUTaIOT, uTo oomenoctynubie Wi-Fi
CETH HE SBIISIOTCSA O€30MaCHBIMHU.



Cosertsl 10 Oe30macHOCTH paboThl B 00menocTynHbix cersix Wi-fi:

1. He nepenaBaii cBoro auuHyro uHpopMaluio yepes oodmienocrynubie Wi-Fi cetu. Paboras B Hux,
JKeJaTeIbHO He BBOJIUTD MAPOJIH JOCTYIIA, JOTMHBI M KaKUE-TO HOMEPa,;

2. HWcnonp3yil u OOHOBIANM aHTUBUPYCHbIE IporpaMmbl M OpaHamayep. Tem caMbIM Thbl
o0e3onacuiib ceds OT 3aKaYKU BUPYyca Ha TBOE YCTPOHCTBO;

3. IIpu ucnons3oBanun Wi-Fi otkmoun ¢ynknuto "OOmmii moctym K daitiam u npuaTepam”.
Jannast GyHKIUS 3aKphITa IO YMOJTYaHHIO, OJTHAKO HEKOTOPBIC IMTOIH30BATEIIN AKTUBHPYIOT €€ JIJIst
y100CTBa UCIIOIH30BaHUSI B padOTe WK yueoe;

4. He ucnonw3yit nyomuuneiii WI-FI 115 nepenaun nu4HbIX JaHHBIX, HAIPUMEpP AJIs BbIXO/A B
COLMAJIbHBIE CETH WU B 3JICKTPOHHYIO 110UTY;

5. Ucnonw3yii Tonbko 3amuiiennoe coenunenue uepes HTTPS, a ue HT TP, 1.e. mpu Habope BeO-
ajzpeca BBoau uMmenHo "https://*;

6. B moounbHOM Tenedone otkiaroun GpyHkimoo "Tloakmouenue k Wi-Fi aBromarndecku". He
JIONYCKai aBTOMAaTH4eCKOro MOAKIII0YeHus ycrpoiicTBa k cetssm Wi-Fi 6e3 TBoero cormnacwusi.

ConunajbHbIE CeTH

ConuanbHble CETH aKTMBHO BXOJST B HAIlly XU3Hb, MHOTHE JIIOAU PaOOTAIOT U KUBYT Tam
noctosiHHO, a B Facebook yxe 3apermcTpupoBaH MUIUTHApP] YEIOBEK, YTO SBJSIETCS OHOM
CeIbMOM BCEX KHUTENeH IaHeThl. MHOTHE MOJb30BaTEeId HE MOHUMAIOT, YTO HHGopMaIus,
pa3MeIIeHHass UMH B COITMATIBHBIX CETSAX, MOKET OBITh Hal/IeHa M MCIOJIb30BaHA KEM YTOJHO, B
TOM YHUCIIEe HE 0053aTebHO ¢ OIaTIMH HAMEPEHHSIMH.

OCHOBHBIE COBETHI IO OC30IACHOCTH B COIMAJIBHBIX CCTAX:

1. Orpannub ciucok Jpy3ed. Y TeOst B APY3bsiX HE JNOJDKHO OBITh CIYYalHBIX U HE3HAKOMBIX
JIIOAEH;

2. 3amummail cBOr 4acTHYIO XKu3Hb. He ykasbiBail mapoiu, TenedoHbl, aapeca, JaTy TBOETO
POXJIEHUS U JIPYTYIO JUYHYI0O WHGOpMalnMioo. 3JI0yMBIIUIEHHUKH MOTYT HCIOJIb30BaTh Jaxe
I/IHq)OpMaHI/IIO 0 TOM, KaK Tbl U TBOU POAUTCIIN IIJIAHUPYCTEC ITPOBCCTU KAHUKYJIbI;

3. 3amuiiait CBOIO penmyTaIHio - IEPKHU €€ B UNCTOTE U 3a7aBaii cebe BOMPOC: XOTE ObI ThI, YTOOBI
Ipyrue TOJb30BaTeNd BHUAETH, 4YTO Thl 3arpyxaems? [logymali, mpexae dYeMm dTO-TO
OITyOJINKOBATh, HAMMKCATh U 3aTPY3UTh;

4. Ecii TBI TOBOpULIB C JIFOJBMHU, KOTOPBIX HE 3HACIIb, HE MCIOJIb3YH CBOE pealbHOE MMS U
JIPYTYIO JTUUHYIO HHPOPMAIH: UMsI, MECTO KUTEJIbCTBA, MECTO yUeObI U Mpoyee;

5. N3berait pasmenienus ¢otorpaduii B VHTepHETE, Te ThI M300paKEH HAa MECTHOCTH, IO
KOTOPOU MO>KHO OIPENETUTH TBOE MECTOIOIOKEHHUE;

6. Ilpu perucrtpanuu B COUMAIBHONW CETH HEOOXOAMMO HCIIOIB30BATh CIIOXKHBIE MApOJIH,
cocrosmue u3 OykB ¥ QP U C KOTUIECTBOM 3HAKOB HE MEHEe §;

7. J1ns conpanbHOM ceTH, MOYThl M JPYTUX CaiTOB HEOOXOAMMO HCIIOJIb30BATh Pa3HbIE MMapOJIH.
Torna ecnu Te0s1 B3JIOMAIOT, TO 3I0YMBIIIJICHHUKH TIOTY4aT JOCTYII TOJIBKO K OTHOMY MECTY, a He
BO BCE Cpasy.

DJIEKTPOHHBIE ICHbIH

DJEeKTPOHHBIE IEHBIM - 3TO OYEHb YI0OHBIN cr1oco0 MmiaTexen, 0THaKO CYIECTBYIOT MOLICHHUKH,



KOTOPBIC XOTAT NOJYYUTb OTU ACHBI'U.

3JI€KTpOHHBI€ JCHbI'M IIOABUWJIIMCh COBCEM HCAABHO MW HMCHHO H3-3a 3TOI'O BO MHOI'HMX
rocyaapCTBax a0 CUX IIOp HEC IMPOIMCAHO IIPO HUX B 3dKOHAX.

B Poccun ke oHu (yHKIMOHHMPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, TJIe X Pa3AeisioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIE U HE aHOHMMHBIE. Pa3HHIa B TOM, 4YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pemaercss MpOBOAUTH Onepauuu 0e3 WACHTH(QHUKAIMKU IOJb30BaTeNsi, a B
HEaHOHMMHBIX MJIEHTU(DUKALKS 0Ib30BATEINA ABISAETCS 0053aTEIbHOM.

Taxxe cienyer pa3nuyarh 3JEKTPOHHbIE (UATHBIE AEHbIU (PaBHBI TOCYIaPCTBEHHBIM BaJIOTaM )
U 3JICKTPOHHBIE He(UATHBIEC ACHBIH (HE paBHBI TOCYIAPCTBEHHBIM BAIIOTAM).

OCHOBHBIE COBETHI 110 OE30IaCHOI pa60Te C JJICKTPOHHBIMU ACHBI'aMU:

1. IlpuBsku K cYeTy MOOWIBHBIM TeiaedoH. DTO camblii yHOOHBIM W OBICTPBIA crOCO0
BOCCTAHOBUTBH JIOCTYI K cueTy. [IpuBs3aHHBIA TenedOH IOMOXKET, eCiu 3a0yaenib CBOH
IUTATS)KHBIA TTAPOJIb WITK 3aiICIIb HA CAUT C HE3HAKOMOT'O YCTPOWCTBA;

2. Wcnonw3yit ogHOpa3oBsie apoin. [loce nepexoja Ha yCHIICHHYIO aBTOPH3AIUI0 TeOe yKe He
OyZIeT yrposkaTh OMAaCHOCTh KPaXKU WM MIepexBaTa IIATEKHOTO apoJis;

3. Boibepu cnoxsbiii nmaposb. [IpectynHukam OyneT He MPOCTO YragaTh CIOKHBIM Iapolib.
Hapnexnsle maponu - 3T0 napoiiy, KOTOpbIE COAEpkKAT HE MEHEE 8 3HAKOB U BKIIOYAIOT B ce0s
CTPOYHbIE U MPONUCHBIE OYKBBI, LU PHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HaK JoJu1apa, GyHTa,
BOCKJIMLIATEIIbHBIN 3HaK U T.11. Hanpumep, $tRONQ!;;

4. He BBOJHM CBOM JIMYHBIC JAHHBIC HA CaﬁTaX, KOTOPBIM HC JOBCPACIID.

DJIEKTPOHHASA M0YTA

OJNEeKTpOHHAsl IOYTa - JTO TEXHOJIOTUS M IIPENOCTABISIEMBIE €K YCIYTd IO HNEPEChUIKE U
MOJYYEHUIO AJIEKTPOHHBIX COOOILIEHUH, KOTOpBIE PACHPEAEISIOTCS B KOMIIBIOTEPHOW CETH.
OO6b1yHO JJIEKTPOHHBIN ITOYTOBBIN SIIIAK BBITJISITAT CJIEIYIOIUM oOpasom:
UMs_TONIBb30BaTeI(@UMsL_JoMeHa. Takke KpoMme Iepeadyd MpoCTOro TeKCTa, HMeeTcs
BO3MOXKHOCTb NepeaaBaTh (pailiibl.

OCHOBHBIC COBETHI 10 0€30ITaCHOM pa60Te C BHGKTpOHHOﬁ IMOYTOM:

1. Hano BBIOpaTh NpaBUIIbHBIM IMOYTOBBIM cepBUC. B HHTEepHETE ecTb OrpOMHBINH BBIOOP
OecryIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUllIe JOBEPSITh TEM, KOTO 3HA€lllb U KTO MEPBBIN B
pEUTHUHTE;

2. He yxa3piBalli B JM4YHOM moute nu4Hylo HHGpopmauuoo. Hampumep, nydime BbeIOparh
"My3bIKaibHbIN _(aHaT@" uau "pokx2013" Bmecto "Ttemal3";

3. Hcnonp3yil ABYXATAMHYI0 aBTOPU3AIMIO. DTO KOT/Ia MOMHMO Mapoiisi HYKHO BBOAHUTH KOJ,
npucbUIaeMblil mo SMS;

4. Beibepu cnoxHBIA Tapoib. [Jis KaK0ro MOYTOBOTO SIIKKA OJKEH ObITh CBOW HaJEKHBIH,
YCTOWYMBBIN K B3JIOMY 1apOJIb;

5. Ecmm ectb BO3MOXHOCTh HamucaTb CamMOMYy CBOM JIMYHBIM BONIPOC, HCIOJIB3YH 3Ty
BO3MO>KHOCTE;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX AIMMKOB. [IepBbIil 111 YaCTHOM MEPENUCKH C ajpecaTaMu,
KOTOPBIM ThI TOBEPSAECIIb. DTO IEKTPOHHBIN aJIpec HE HAJ0 UCIIOJIb30BATh MPU PErucTpaly Ha
dbopymax u caiftax;



7. He oTkpsIBaii (hailiibl ¥ Apyrue BIOKEHHS B MTUCbMaX, TaXKe €CIIM OHH IPUIILIH OT TBOUX JAPY3€H.
Jly4die yTOYHM y HUX, OTIPABIISUIN JIM OHU TeOe 3T (pailibl;

8. Tlocie okoHYaHUsT pabOTHI HA IMOYTOBOM CEPBHUCE IEpe]l 3aKPhITHEM BKIAIKH C CAaHTOM He
3a0yap HaxaTh Ha "Beriitu".

Ku0epOy/u1MHT WJIN BUPTYaJbHOE U31€BATEJIbCTBO

KubepOymuHr - mpecieoBaHUE COOOMICHUSIMH, COAEPXKAIIMMU OCKOPOJIEHUS, arpeccHio,
3allyTMBaHKe; XYJIUTAaHCTBO, COLUAIbHOE OOMKOTHPOBAHHE C TOMOIIBIO PAa3IMYHBIX HHTCPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO O0pHOE ¢ KHOEPOYILITUHTOM:

1. He 6pocaiics B 00ii. JIyumuii cnoco0: mocoBeTOBaThCS Kak ce0st BECTU U, €CJIN HET TOr'0, K KOMY
MOKHO OOpaTUThCS, TO BHayalle YCIIOKOUThCS. Eciin Tl HauHelb 0TBeYaTh OCKOPOJIEHUSIMHA Ha
OCKOPOJIEHUS, TO TOJIBKO €le 0OJIbIle Pa30XKeIlb KOH(IUKT;

2. YopaBnsii cBoel kubeppernyranuei;

3. AHOHUMHOCTH B ceTu MHUMas. CyIIECTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He crouTt BecTu XyJaUTaHCKHI o0pa3 BHUpTyadbHOU >ku3HH. VIHTEepHET (pUKCUpyeT Bce TBOU
JIEUCTBUSI M1 COXPAHSIET UX. Y JAIUTh UX OyJeT KpaiHe 3aTpyIHUTEIIbHO;

5. CoGmroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyil enuHuuHblii HeraTuB. OJHOPA30Bble OCKOPOWUTENBHBIE COOOLICHMS JTydIle
UrHopupoBaTh. OObIUHO arpeccusi NpeKpaaeTcs Ha Ha4ajabHOW CTaauH;

7. ban arpeccopa. B nmporpammax oOMeHa MIHOBEHHBIMH COOOILEHHUSIMH, B COLIUAIBHBIX CETAX
€CTh BO3MOYKHOCTbh OJIOKHPOBKH OTIIPABKU COOOILEHHI € ONPECIIEHHBIX aPECOB;

8. Ecnu ThI cBuzerens kuOepOy/uivHra. TBOM JIEHCTBUS: BBICTYNUTh MPOTHUB IpeCciea0BaTeNs,
[I0Ka3aTh €MY, YTO €ro JEHCTBUs OLEHUBAIOTCS HETATUBHO, IOJEPKATh KEPTBY, KOTOPOM HYKHA
MICUXOJIOTHYECKask MOMOIb, COOOILIUTH B3POCIBIM O (DaKTe arpeCCUBHOTO MOBEJEHUS B CETH.

MoOuabHBbI TeaeoH

CoBpemeHHble cMapTHOHBI M IJIAHIIETHI COAEPKAT B ceOe BIOJHE B3pOCbId (YHKIIMOHAN, U
TENepb OHM MOTYT KOHKYPHpPOBaThb CO CTAallMOHApHBIMM KoMIbloTepamu. OpHaKo, CpelacTB
3aILUTHI 1715 TOJOOHBIX YCTPOMCTB MTOKA OYEHb Majo. TeCTUpOBaHUE U TIOUCK YSI3BUMOCTEH B HUX
IPOMCXOIUT HE TaK MHTEHCUBHO, Kak i 1K, To jxe camoe kacaeTcss 1 MOOMIIbHBIX TPUIIOXKEHUI.

CoBpemeHHbIE MOOUITBHBIE Opay3epbl yKe MPAaKTUYECKU TOTHAIM HACTOJIbHBIE aHAJIOTH, OJJHAKO
pacupenue (yHKIIMOHAJa BIICUET 3a cO00 OOJIBIIYIO CI0KHOCTh U MEHBIIYIO 3aLIUIIEHHOCTD.

Jlaneko He BCe TMPOM3BOAUTENHM BBHIMYCKAIOT OOHOBJICHHS, 3aKpPBHIBAIOIIMNE KPUTHUECKUE
YSI3BUMOCTH JJISI CBOUX YCTPOWCTB.

OCHOBHBIC COBETBI JJIsA 0e30MacHOCTH MOOUIIEHOTO TCJIe(I)OHaZ

Huuero He sBisercs mo-HAcCTOsIIIEMy OeCIUTaTHBIM. bBbyns ocTopokeH, Beap Korma Tebe
npeiaraT OecryiaTHbIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IUIaTHBIE YCIIYTH;

Hymaii, npexxae yem ornpaButh SMS, ¢oto unm Buzpeo. Thl TOUHO 3Haelb, Te OHU OyIyT B
KOHEYHOM HUTOre?



Heo6xoa1Mo 0OHOBIATE ONEPALMOHHYIO CUCTEMY TBOETO CMapT(HOHA;
Hcnonb3yit aHTUBUPYCHBIE TPOrPAaMMBI JIIsI MOOUJIBHBIX TeNEe(OHOB;

He 3arpy>1<a171 IMPUIIOKEHUA OT HCHU3BECCTHOI'O HCTOYHHMKA, BCJAb OHH MOI'YT COACPKaThb
BPCAOHOCHOC IPOIrpaMMHOC O6CCHC‘ICHI/IC;

[Tocne Toro xKak Tl BBIACUIb C caliTa, TJI€ BBOJWI JIMYHYIO HH(OpMAIHIO, 3aliI1 B HACTPOHKHU
Opaysepa u yaanu COOKIes;

Ilepuonnuecku npoBepsii, KaKue IUIATHBIE YCIIYTH AKTUBUPOBAHbI HA TBOEM HOMEPE;

JaBaii cBoii HOMep MOOWIBHOTO TenedoHa TOJNBKO JIOASAM, KOTOPBIX THI 3HACHIb M KOMY
JIOBEpsICIlb;

Bluetooth momxkeHn ObITh BBIKIIOYEH, KOTJAa Thl UM HE TOjb3yelibes. He 3a0biBaii mHOTrAa
MPOBEPSITH ITO.

Online urpsl

COBpeMeHHI)IG OHJIaf/'IH-I/IFpI)I - OTO KpPaCO4YHBIC, 3aXBaTbIBAIOIIUEC PA3BJICUCHU, O6T)CIII/IH$IIOHII/I€
COTHHU TBICAY YCJIOBCK I10 BCEMY MHDPY. I/IFpOKI/I HUCCICAYIOT I[aHHLIﬁ UM MHUD, 06H_[8.IOTC5{ Apyr C
APYroMm, BBIIIOJHAIOT 3aJIaHUA, CPAKAIOTCA C MOHCTPAMHU U ITOJTYHarOT OIIBIT. 3a YAOBOJILCTBUC OHHU
IJIaTAT: IMOKYHAKT AUCK, OINIaYUBAKOT a0OHEMEHT WU HpI/IO6pCTaIOT KaKHC-TO OIIIIHMH.

Bce atu cpenctBa uayT Ha mojajep)KaHUE U Pa3BUTHE UIPHI, a TAKXKE HAa caMy O€30IacHOCTH:
COBEpILEHCTBYIOTCSI CUCTEMbl aBTOPHU3ALMH, BBHITYCKAIOTCS HOBbIE MaTuu (LMQPOBBIE 3aILUIATKU
JUISI IPOTPAMM), 3aKPBIBAIOTCS Y3BUMOCTH CEPBEPOB.

B HO]IO6HI>IX HUrpax CTOUT OomacaTbCsad HEC CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO Kpa>Xu TBOCTO
apoJist, Ha KOTOpOM OCHOBAaHA CUCTEMaA aBTOpHU3allUA OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI IO 0€30MaCHOCTH TBOETO UTPOBOTO AKKAYHTA!

1. Eciiu npyroit urpok BefieT ce0s II0X0 WM CO3/1aeT Te0e HEeNMpPUATHOCTH, 3a0JIOKUPYH €ro B
CIHCKE UTPOKOB;

2. Tloxanyiics aAMHHHCTpaTOpaM HIPhl Ha IUIOXOE€ IMOBEACHHUE 3TOT0 UIPOKA, >KEJIATEeIbHO
NPUIIOKHUTH KaKHe-TO JI0Ka3aTeNbCTBA B BUJIE CKPHUHOB;

3. He ykaspIBail 1nuHyt0 HHPOpMALUIO B Tpodaiiine urpsl;
4. YBaxail Ipyrux y4aCTHHKOB IO UIPE;

5. He ycranaBnuBaii Heo(umaabHpIe TATYH U MOJIBI,

6. Mcnionp3yil CII0KHBIE U pa3HbIE ApOJIH;

7. I[axce BO BpCMs UTPBI HC CTOUT OTKIIFOYATh aHTUBUPYC. IToka TBI ur paciib, TBOM KOMIIBIOTCP
MOT'YT 3apa3uThb.

OUIIHUHT WIH Kpazka JUIHBbIX JaHHBbIX

OObIyHON Kpaxkei JeHer W JOKYMEHTOB CEroJHSl y»K€ HUKOIrO HE YAMBHIIb, HO C Pa3BUTHEM
I/IHTepHeT-TeXHOHOFI/Iﬁ 3JIOYMI>IH_UIGHHI/IKI/I HepeMeCTI/IJII/ICB B I/IHTepHeT, nu HpO,Z[OJDKaIOT
3aHUMATHECA "'MIOOUMBIM" HEJIOM.

Tak mosiBUIaCh HOBAasl yTpo3a: HHTEPHET-MOIIEHHUYECTBA UM (DUIIIHHT, TTIaBHAS [[EJIb KOTOPOTO
COCTOUT B TIOJIYYCHUH KOH(PUIACHIIMAIBHBIX JAHHBIX MMOJh30BaTeNIel - JJOTMHOB M mapojei. Ha



aHriuiickoMm si3eike phishing uutaercs kak ¢umuar (ot fishing - peiOHas sosis, password -
1apoJib).

OCHOBHBIE COBETHI 110 OOPHOE C PUITMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciii ThI 1oJ103peBacIiib, 4TO TBOSI aHKETa ObLIa B3JIOMaHa, TO
HE00X0IUMO 3a0JIOKUPOBATh €€ U COOOUINTHh aAMHHHCTpPATOpaM pecypca 00 3TOM KaK MOXKHO
CKOpEe;

2. Ucnonb3yit 6e30macHbie BeO-CAThHI, B TOM YKCJIe, HHTEPHET-Mara3unHOB U TOMCKOBBIX CUCTEM;

3. Hcnonw3yil cioXHble U paszHble Mapoiau. TakuMm oOpa3om, eciu TeOs B3JIOMAlOT, TO
3JIOYMBIIIJICHHUKHU TIOTy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQIITIO B CETH, a HE KO BCEM;

4. Ecou TeOsi B3JIOMaiM, TO HEOOXOAMMO NPEAYNPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPHIC
N00aBJIeHBI Y T€0S B APY3bSX, O TOM, YTO T€OS B3JIOMAJIH U, BO3SMOXKHO, OT TBOEIO UMEHH OyeT
pacchUIaThCsI CIIaM U CCHUIKH Ha (DPUIIUHTOBBIE CANTHI;

5. YcranoBu HanexHbIi mapostb (PIN) Ha MOOMIIBHBIN TenedoH;
6. OTKIII0YM coOXpaHEHHE Mapods B Opaysepe;

7. He oTkpbIBaii (haiiiibl v Ipyrue BIOKEHHS B TUCbMaX, AK€ €CJIM OHH MPHIIUTH OT TBOUX JIPY3€H.
Jly4ie yTOYHM y HUX, OTHPABIISUIN JIU OHU TeOe 3TH (paiibl.

IHudposas penyranus

[MudpoBast penyrauust - 3TO HEraTUBHAs WM NO3UTHBHas HHQpoOpMalus B ceTH o TeOe.
Komnpomerupyromas uHbopmanus, pasMelleHHas B MHTEPHETE, MOKET Cephe3HbIM 00pa3oM
OTpa3uThCs Ha TBOeH peasbHON *u3HU. "Lludposas penyranusa" - 3To TBOW MMHIK, KOTOPBIN
dbopmupyercs u3 uHbopMaIuu o Tebe B UHTEPHETE.

TBOe MeCTO KHUTENbCTBA, y4eObl, TBOE (PUHAHCOBOE MOJIOKEHUE, OCOOEHHOCTH XapakTepa U
pacckasbl 0 OJM3KUX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue mnoJIpOCTKH JIETKOMBICIEHHO OTHOCSTCA K IyOJIMKAalUM JUYHOW HH(pOpMalUU B
WuTepHere, HE MOHMMAsi BO3MOKHBIX MOCIeICTBUM. ThI 1axke HE CMOKEIIb J0ralaThCs O TOM, UTO
dororpadus, pazMerieHHas 5 eT Ha3aJ, cTajla IPUYUHONW OTKa3a MPUHATH Te0s Ha paboTy.

KommenTapuu, pazMenienre TBoux gororpaduii u Ipyrue AeMcTBUs MOTYT HE UCUE3HYTh JaKe
1I0CJI€ TOTO, KaK Thl UX yJaluIIb. Thl HE 3HACIIb, KTO COXPaHUJI 3TY HH(OpMAIIHIO, TIONaJIa JIK OHA
B ITIOMCKOBBIE CHCTEMBI U COXPAHMWIACh JIM OHA, a TJIABHOE: YTO MOJYyMAaIOT O TeOe OKpYXKarolue
JFO/IM, KOTOPbIe HAWAYT M YBUAAT 3T0. HaiiTn MHpOpMAaIMi0 MHOTO JIET CITYCTsI CMOKET JIF000H -
KaK U3 10OpBIX TOOYKIEHHH, TaK M C HAMEPEHUEM TPUUUHUTE Bpea. DTO MOXKET OBITh KTO YTOAHO.

OcCHOBHBIE COBETHI 110 3alTUTe HU(PPOBON pemyTauu:

1. IMoxymait, mpexx/ie 4eM 4To-TO MyOJMKOBATh U NepeaaBarh y ceOs B 010re Wi B COLMATbHON
CeTH;

2. B mactpoiikax mpo¢uis YCTaHOBH OTPAaHMYEHHUS Ha IMPOCMOTP TBOEro Mpoduis U ero
COJIEPKUMOTO, C/IeJIall €ro TOJIBKO "UIs Apy3en’;

3. He pa3memiaii u He ykaspiBail MHGOPMAIMIO, KOTOPask MOXKET KOTO-THOO OCKOPOJATH WIIN
00MXKaTh.

ABTOpCKOE NPaBo



CoBpeMeHHbIE MIKOJIBHUKH - AKTUBHBIE ITOJIb30BaTENN HU(POBOro MpocTpancTBa. OIHAKO 1aJIeKO
HE BCE 3HAIOT, 4YTO I0JIb30BAaHUE MHOTMMH BO3MOXXHOCTAMU LU(PPOBOIO MHUpa TpedyeT
COOJIIOJICHHS TTPAB HA MHTEIJICKTYAIbHYIO COOCTBEHHOCTD.

TepMuH  "MHTE/IEKTyajdbHasi COOCTBEHHOCTb' OTHOCUTCSI K  pa3IMYHbIM  TBOPEHUSAM
YeJI0OBEYECKOI0 yMa, HauMHas ¢ HOBBIX M300peTeHU U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyrd, M 3aKaHYMBasg KHHUramu, QoTtorpadusiMu, KUHODWIBMaMU U
MY3bIKaJIbHBIMH [TPOU3BEACHUAMHU.

ABTOpCKHE IIpaBa - 3TO [PaBa Ha MHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IIPOM3BENICHUS HAYKH,
JUTEPaTyppl U MCKYCCTBAa. ABTOPCKHE IIpaBa BBICTYNAIOT B KadeCTBE TIapaHTUU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa HEe OyJIeT HAampacHBIM, JacT €My CIIpaBeIJIHBBIC
BO3MOXHOCTH 3apa00TaTh Ha pe3ylbTaTaxX CBOEro TPyZa, HOJYYUTh U3BECTHOCTb U NPU3HAHUE.
Huxkro 6e3 paszpemieHust aBTopa HE MOXKET BOCIIPOU3BOIUTH €TI0 IPOU3BEIEHUE, PACIIPOCTPAHSITD,
nyOoJIMYHO JIEMOHCTPUPOBATh, IPOAABAaTh, HWMIIOPTHPOBATH, IyCKaTb B MPOKAT, MyOJINYHO
UCTIOJIHATH, IOKA3bIBATH/UCIIOIHATE B AHpe WiIH pa3memaTs B IHTepHeTe.

Hcnons3oBaHue "MUpaTcKoOro” mporpaMMHOTO 0OECTICUESHUST MOXKET IPUBECTH K MHOTUM PUCKaM:
OT MOTEPH JIAaHHBIX K TBOMM aKKayHTaMm JI0 OJOKHPOBKH TBOETO YCTPOWCTBA, T YCTaHOBJICHA
HeJleraibHas porpamMMma. He cTout Takke 3a0bIBaTh, YTO CYIICCTBYIOT JICTAIBHBIC H OCCILIAaTHBIC
POTPaMMBI, KOTOPbIE MOYKHO HAlTH B CETH.

O nmopraJe

CeteBnuoK.p¢ - TBOH INIaBHBIA COBETYMK B CETU. 371€Ch Thl MOXeEIIb y3HaTh O 0€30IaCHOCTU B
CeTH TIOHSATHBIM M JIOCTYIHBIM SI3BIKOM, @ TPH BO3HHUKHOBEHWH KPUTHUYECKOW CHTYyalluu
0o0paTUTHCS 3a COBETOM. A TaKKe NPUHATH ydacThe B KOHKYpcax U CTaTh CaMbiM HU(MPOBBIM
rpaXxaaHuHOM!



